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YnpYn noin

MNNYN MY DINN) TIY NOIYN NYNNYHN DNV ,0XT IN DMNN NHIIND

08.04.23

(1) vnpYn oiv9

AW N9PAY DY 7T WRYND L WNNYN INON
1nYn

LDYINN DYIANNDY DY NINDT ,NNDID ,WNNYN DY ,WNNYHN NN 11D DN 21909 MWy wnunwn 979199

08.04.24

user profile (2)

08.04.24
(2) vnpYn o199

AMIYIYIA DININ NI AWINNDD ,WNNYN DY MDY DT
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08.05

Security violations ANVAN M9

08.05.01 08.05.01
computer abuse AYNNA NP9
NAIYN IN DINNI TIY NOIYN DY NNVIANND DY NYOUNT ,TOVHI IN NIV NYNIAND NOVNN-NY MDY

MIN
08.05.02 08.05.02
computer crime PAYNN Y9

.DYAVNN NYI IN DN TIY NIIYN MIYNNNI YNIAND YU
1NN
S5y omann) 1997 mwn 1 pon 1080 >N YINIVIN JPNI NATINN DY MIOTIVH DD KON 1T NITHN

.(1993 nywn ISO/IEC 2382-1

08.05.03 08.05.03
computer fraud NAYNN ANIN

.02VUNN DY IN DN TIDOY NOIYN MYINNI NYXIIND NININ

08.05.04 08.05.04
threat o»N
.D%AYNN NNVANR DY MONINIVID NN

1nYn

1y INg

08.05.05 08.05.05
active threat 2992 OMN

LD TIY NOIYN DY NANNIA AWIAI-ND 11100 MOYW YNIY BN DD
TnNMY
MVY NYIN IN MINND L,NNY OI0N DY NNN ,057002 DNPY NPNY MDY PNINSINY DN

08.05.06 08.05.06
passive threat 2%29 OPX
LDYININ TIXY NOIYN DY NANN NN NNWY 1YY YTIN NH VYN BN

TnNMY
.DTIVN DINN) NTIY T HY W YN HY NOWN NPNY MDY PNINSINY DN
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08.05.07 08.05.07
flaw [in computer security] n¥I9
loophole

.D90ID IN M NI NPNIPYY NIVINNA ,MNOYNN IX NVNYN ,ARYIN NNV - DIVYNHN NNVINA

08.05.08 08.05.08
vulner ability MY’
LD TIY NOIYNI AN IN NYIIN

IMAayn

9990 981 ,09°8Y NAYPNN MY TwNd .1

AarsIng 2

08.05.09 08.05.09
risk 129
LD TIDY NOIYN YW NNNIDN NP DN DNDN OIINY NITWIND

R

1y Ny

08.05.10 08.05.10
denial of service MY NYIIN

930 NPNIAN NPVIIP MDA NIV IR DIARYND NOYNN DY) NYIN

08.05.11 08.05.11
compromise 12292 NINYD
NYND DXPNT IV IX IDINI MY DN IN NPIDINY TIY NNV IDNMY ,0%aUNN HNVAN DD NN
IVANI-ND MW

IN9yN

vy N

08.05.12 08.05.12
loss [T >Ip] yran

11359043 A9NRYN DY 1NV 0N I PII YV OMIND TN
e
18N

08.05.13 08.05.13
exposure noYYn
L0211 TIY NOIYN YW NNNION M YXIN NNNDN NDYPM 35 MIVOND

IN9YN
vy Ny
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08.05.14 08.05.14
compromising emanation 1291 997
NTYNIN TIOWN DY W YT MDY DIDIHY 1NN I1TIH» DXYY ,NIND XYY DIVHNN NININ

IINNT
POVNINITIVPIN NVIVY ,NVDIPN NVIYY

08.05.15 08.05.15
disclosure "9
JIVAIN-RY NN DYDY DYNT N1PNY DMNNY NNINN ,L,O2AUNN HNVAN YYD NI

08.05.16 08.05.16
penetration nPINn
.DIN) TIAOY NOIYNY NIYINN-ND DY)

1n9yn

18N
08.05.17 08.05.17
breach NI

19990 IVIND DI2I15YN I19HN) NOW IN IZINIY ,0%AWNN NNVANI D159 NHD DY D1V IN NPY
.DIN) TIAYY NOIYNY

1nayn

A v8Ng
08.05.18 08.05.18
networ k weaving MY NY

NOY DIN) TIDXY NOIYND DY) 1WA YTO ,MNY NNYPN MNYIL YINOY NYIYD N92TN-NPIOV
SINNRD NDYPYY 299 MIVIN

08.05.19 08.05.19
attack nPn
.022VNMN NNVANI YNID 1D

NN

NTNLTONTY NPIND

R

d vy
08.05.20 08.05.20
analytical attack MYIYIN NOIPN

cryptanalytical attack
DPVILIN MVIVI ANN NINND IN 1IN NNIY YPD)
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NN

.398N DNYNITNI NINID VINN , 079X T HY OVDIVVD NN
1NN

MO NP THINN

08.05.21 08.05.21
ciphertext-only attack 1980 DY NYPH

L1252 9989 Y902 PXINN DN NMIN NIV NYVIYIN NAPN

08.05.22 08.05.22
known-plaintext attack 912 0IVY IND NP N

N8N HP9NND DINNNN VIV YP9NN DY NIMYNYN NINODI PIINHD DX NMIN NIY NYVIYIN NAPN

08.05.23 08.05.23
chosen-plaintext attack N3 VIVY PINH NO*PH
999PH1 NN 1INADY VIVA 559NN YI10N DY HANN-RY T19DN YWIHIND 512> 0NN NNIN NIV NYVIVIN NOYPN
LDIRNNN 198NN

08.05.24 08.05.24
exhaustive attack AYPD NOYPM
brute-force attack NINID NOYP M
INNN IN MNDID HY DMIYIN DY NMITN T HY NMYOI NMD) NIV B2AYNN NNVAN X113V DN

1Y

JPOVIDIN NP THINN

08.05.25 08.05.25
eavesdropping mny
YN XY 99T HY NOWNIN-RD NTIOD

08.05.26 08.05.26
wiretapping NN
DN VTNNY IN NNIWY ,OWNY >TD DN LIV HY DN0N PYNY IHPNINNN DY)

08.05.27 08.05.27
active wiretapping Dr99 NN
LDYIN) VTNNY IN NNIWY 2T 99790
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08.05.28 08.05.28
passive wir etapping 2°29 21N
DN DY YT NN

08.05.29 08.05.29
masquer ade mInnn
JOWAIN-ND DY WD YT DAINK MIYOD NINNN NIV 1AW A8NDN

08.05.30 08.05.30
piggyback entry MNP N
YN VHNYN DY IPIN 7N MYSNNI DIIN) TIDXY NOIYNY HPYININ-ND DY)

08.05.31 08.05.31
tailgate [v] 270

VNN DT DY TN NNVAINND NOTA IAYN YT HY NOYNN-RY NIV DY) VYN

08.05.32 08.05.32
scavenge [V] von
U9 Y1 HWNY T DININI I DNYIN RYY warn

08.05.33 08.05.33
spoof [V] 02999

ARYN IR (NNIND D) NN ,WNNYN NMINND >TD HY

08.05.34 08.05.34
aborted connection vIv) 99an
.19910 PN XOW NN

ORI

OYAIN-RY DY MINK NIV AWARD DDy wiv) 7N

08.05.35 08.05.35
failure access oY nY
SWOoN NIRNIND NN, MYV 5D TITA NYNANND ,DINN) THIXY NOIYNI DINNID TPYININ-ND DY)
.MDINAIN NIMINA

08.05.36 08.05.36
between-the-lines entry 0%PN-12 NPID
2599 1RV ,0IN) NIIYN NIIY TIND 9I¥9 91750 MYNNNI NYNN-RY WNNYN ST DY MIVINY Nw)
SPIN YNNWN DY ARWND 12INN0TY OV
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08.05.37 08.05.37
trapdoor nTa9N
IVIANY 1NN MOPN PNIANR DY M0 DYY HH5 7972 981N ,NININ IX MIDIN DY 21N 0 1IN
.023VNN ANVANR NPYY 1A VHNYND

08.05.38 08.05.38
maintenance hook PNNn vIP
2)59INY N TWARD NI ,MADII NINON DY NIN’Y NN NPINN NIYINNT NIDIN NTIAHN

299 PYT2 92 IN MY KD MITIPIa

08.05.39 08.05.39
aggr egation n973D
NS WY YTIN YW NRRNM PIDIN OT> DY WIS ¥791 NwIdI

08.05.40 08.05.40
linkage [in computer security] NN
fusion

DN NID TD DINNI TIXY MIDIYN NND DY Y190 IN DN DY 1NONN NINN - DXAVYNHN NNVINA

M YR
08.05.41 08.05.41
traffic analysis AMAYH MN)
NNIAYNN NNOIT Y NN TINND YN NPON

IMpNT

NNIYNN DY MINOYI PNPD ,MND  MITYI ,MNDI M)

08.05.42 08.05.42
data corruption 01N NONYH

L0910 MY TN IN NIV DY

08.05.43 08.05.43
flooding N3N

VY NYIND NNIND LNDITI DMNINI MND DY TN IN MV DNITH

08.05.44 08.05.44
contamination I

INVIANX NV NN OXNN TIND ,NHNDN ANVANR HMINVPI IN DNDN ANVAN XD DMINI DY NITHN
DINN INVIAR NMIANVPY DIINYN IN TN NN
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08.05.45 08.05.45
covert channel IRYN XY
ANVANRA NN NN I9NDN IDIND DN NIAYNY WNYY NWYN ,D0INI NHAYN 1Y

08.05.46 08.05.46
malicious logic NI NPT
NI HIOD

JPOYN IR PYNN-RD NI MINIAD NTYNYI ,MDINT IN NNYIPI ,NININI NYNINY NN

IMNNT

NYOIN LD IR0 DID NN N8N

08.05.47 08.05.47
virus 99
9N

IDNN AYND HYNNT ,NINN NI0NN TIND NNXY SY PMY 1OV 2T DY NNNY NN NNNT NNIOIN
NYYN NINNKN

1nyn

LUNRIND YIAPIY TIARD NYAIN NI VIR O DY PININ NPNT DIVYI TI0N IN P13 MNP ©ONYY 090 01

08.05.48 08.05.48
worm nyYin

.DYAVNN DY IN DINNI TIY NOIYN 22NT2 NNSY NN N29NY NDIDN ,NNSY 292 NTMIYN N2MOIN
NN
LTIV 1N POAN 2NN 11D D903 DIXARYN IDINOW T3 YD 7972 MaANIYN DXYHIN

08.05.49 08.05.49
Trojan horse PINNID VIO

DN HY DOWININ-ND DIANIN 91T, NDIN NIYVINNDT HNITT APIND ND¥O0N ,PY NOIRINY NPPN NMIOMN

08.05.50 08.05.50
bacterium g4
chain letter NIVIVY anon

AYNI 95 HY NXIAN NHIWIL TAR 939 MNTVPIRD INITN MYNNNI NNPYY NN DN NNIOIN

08.05.51 08.05.51
logic bomb NN DY

NO9YNN DY DNIDN 2NN T DY NPITIN ROV YT TIDY NOIVND P NN HINTT AP
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08.05.52 08.05.52
time bomb [107 Nyy9 103 2] 10t NYYe

JAUNIN YAPIY TYING NOYAIIN NI N8N

08.06
Protection of sensitive infor mation YUY VN DD
08.06.01 08.06.01
verification MNN

LDININNN DIVIN IN NIYIIT DY IRNIN IN TIDY , MDY NRNYN
17 PIE ]
PR TIP OY T TP NRNWYA IR ,ANVAN NPOTH 9TIN Oy LI RNV

08.06.02 08.06.02
data protection 029 "N
LDYIMIY TOWAIN-ND DY YNINY 2T ,00NINI DMV IN DIDV ,0M9NIN DIYNNIN VINND

1NN
S5y omann) 1997 mwn 1 pon 1080 >N YINIVIN PN NATINN DY MIOTIVN DD KON T NITHIN

(1993 mwn ISO/IEC 2382-1

08.06.03 08.06.03
counter measur e TIIOYINN
D09V DY MYNAN NN IWINY ITYNVY ,INNOYNAN IN NPV DN 1PN ,NYIv

08.06.04 08.06.04
failsafe [in computer security] Sva noann

.NO9YN2 YV YV NIPNI DINDD NHOVI HY NYNND DNMNHN — DX AVNHD NNVINA

08.06.05 08.06.05
data validation 2'INM) IPD
LD DNPIVIIPY DY IN DINDY ,D¥PNTH DIMNNN OX NIAPY wHwnn Tonnn

Inayn

MY PIT2Y M0 HITA,PITX2 NNON 1NN ,NMINYY 71T ,9TON 71T 191999 MWy 0ININ) NN

08.06.06 08.06.06
keystroke verification nI2P0 MNN
.DIN) DN DY NN NTOPN T DY, DONNIN DIV DY PITN MNIN
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08.06.07 08.06.07
audit trail [in computer security] nYPa M
NVAN NP0 YNHYD YTI I9DNIY DN - DXAVNN NNVINA

08.06.08 08.06.08
privacy protection m20I2 9N
NPVYAN DY NNND DIYNNHN

NN
LDMYOIN DININI YY TIY PPN, JIDIN 123D MIYIINI DN NN 109915 NON DIYSNN

08.06.09 08.06.09
digital signature NI NNINN

0NN NPN NN NNRY 109D WNID DIIVINDY 101D DIODIND DINMN

08.06.10 08.06.10
digital envelope NI90 NOVYN

L0171 DY 1NOIN MDY NN NNRY TYPNN JYNIY DXIVINNDY 10N DIIDIND DINN)

08.06.11 08.06.11
biometric 39012
=399 MYV LYANN DYV 11D ,0TIN OPYIN DIPIAND MOPYNT NITNIH NINONI YINIWD DN1NN
DTN DY IMINT IR 9PNY 2TO 93P NYAV IN Pya DT

08.06.12
call-back AP NIIND

dial-back
9 9y ,NIIPN PI0NN YN NPINNI DROIPN IR NPMN ,XP NON NN DIINI TIAXY NIIYN 1AW 9NN
AMNT DX NHRRY 2T ,UNIN DIDIN NPIVIINS

08.06.13

clearing [in computer security] NP
19919091 NHVAN NINPD HYI DN Y¥N DY DIAININ DMNDN DINNI 22X DY NYND - DAYNN NNLVINI
NNIVPI TNVIAN PO DN YN ININD ITIN YINIY NMVYY TWAN 1P1PYW 7D ,D0TNIN NNVAN
D> NNVIAN

08.06.14
sanitizing Mya
ANYII NN NPNONY YTI THDNN YN ¥491 NION
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08.06.15

residual data 022919 023N
APININ NDIP NPINN AINKRY DN Y¥NI DIIMIN 0N

NN
LDONNIN YSN DY NPINN DY XD TIY 9D 0»9PY DN ITNRY 1NN

08.06.16

separ ation of duties NPIND NTI9D
TIDY NOIYN DY DANN PON P MDD TNRYNY 9153 172Y HWNN TNIY T, Y9 Y4515 NPINKRD NPIYN
DM

08.06.17

entrapment 12910

N9 92929 575 INL,N92TH NNPD NIVID XTI DINN) TIDYY NOIYNI NMIYI NINID DY MINODI NI NY
AUNNYND N899 VNI NVONNN NYaPa

08.06.18

penetration testing MPIN Inan
MTINN NIV NNVIAN NYPYD DIYNNN NIVID XTI, 00N TIY NOIYN HY DXTIPOINN NINA

08.06.19

computer-system audit AYNHN NMOIYN PTAN
DYDY YNNI DMWY NN TIAYNDY 2T ,09IN) TIY NOIYNI DYONPNN DI NINA

08.06.20

contingency procedure 239N 90)
D198 IR N WPR YNINND AYRD ,TPONN DY D) N0 NN vnwnn SN

08.06.21

data authentication 02130 MR
L0990 MY295 DY NINONRD wnwnn TOIN

17 PIE ]

D011 YN NOR NINY MNIRN INIYIY DIMY DXNY 19APNNY DINNINY NMININD

1NN

NT Myv Yv MmN 0w L,(08.01.11 yx1) authentication nyynn oy 525315 PN

24



(2001) 8 pon 1080 >"n

08.06.22

message authentication code IPR-MNX NP
TN DX 2199 NNAN S (19899 9991n5 IN VIV YP91N) DN HY NIIPNS NIV DINN IHIND

L0391 MININ TWANRD YT DIINIY NONNNN

1NN

NPO-TN NP DY 772 XX T0N-MNIN TIP NPNOY NWHYNRN NP

08.06.23
manipulation detection 91990 1Y)

modification detection
CTO302 1921 0V 12,000 MY DX MIPID YTD wHvnn SN

08.06.24
manipulation detection code 71590 153 1P
modification detection code
MDC [abb]

23591 9199 JWIAND YTD NOTNINND NN DNIINY DINMIN DY NIMIPN XAV DMNN NHIND
IMayn

DN MNIN TWINRY IR NPTID NYVIAND 2T Td INN PONNY IWAN (91990 "9 TIPY DIIM) XN 10NN X .1
NN NPNY NP DIV NN TIP NN NUNYNN NP .2

08.06.25 08.06.25
repudiation mMYnNann
APYNIIN IRIVNA NNVYPNA PON INPY 25 ,NTIYPNI MIANYHN PIY DMWY NNX T DY NYNON

1n9yn

PN NNN XY GRY DINYY IWwHYH ,MYNINN->N - hon-repudiation nynn ,02313339) MIPIov Y 7NN
NNVPNA NPYN NN YWNONY YOIN NNIYPNI MANYHNN NINWYIN

08.06.26 08.06.26
security filter ANVAN 1IDN

11997 D121 DN YY ANVAR 11%3991) NADIND ,MNINNI AYNN NOIYN

08.06.27 08.06.27
guard [in computer security] 91
MITPONNN DMINI TIY MDIYN YNV P2 ANVAX 1ITN NYNYHRN NOTIPON DTN - DXIYNN NNVINI
NWIY INYI IR WHNYANY DINN) POY 373,010 TONY WHnwn 100 P21 IN NINY HNVAN MN93
DN
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08.06.28 08.06.28
mutual suspicion >1ID YN
IN D) I9DIND TPONY NINKD YW NYIDA PNHINX NN 1NN NN KXY QN DNAY NI ONY P PO YO
.D0N 1IND 22)D NVIIND 19INA

08.06.29 08.06.29

notarization NIYTIIVN
12N NRYID

120 1D DINNI OIMAIND PYTY NMINNVI AN ININD JAPY IYINNDT ,JANI YYDV TY HEN DINN) DIV
0D TVIND ,NPN

08.06.30 08.06.30
traffic padding nMIYH M99

A9IN ANIYD DY N91AYN NN DY MYPNY XTI ,0ONTNN NNDNN YNNI DIMTN DN ANV TI-IYNNN

08.06.31 08.06.31
virus signature 019 NN
PN NN

N2 YHNWND NMIYY NP0 NIDINYY ,DN00 919 DY pMY Y55 NanIvnn NYT1iN N0 NHIND
LOINN HY ININDN NDNY

08.06.32 08.06.32
anti-virus program 019220 NN
vaccine program

DNPNN MY YNID IN WINND D) MYV ,D0I9% N1DN)Y NTYVPNND NNIOIN

08.07

Recovery of data 021N MYYINDD
08.07.01 08.07.01
datarestoration 0N DIPY
AV IR YTARY DINN) YV YTNN NN NI
R
MMNPNRH ORI NNV IR NPHN 2N TINK DXIN) DINOP ,NTIIN DN NPAYN MYID DX1IMN DIPPY MOV
.D»NYN
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08.07.02

data reconstruction

08.07.03

data reconstitution

08.07.04

backup procedure

08.07.05
backup file

08.07.06

backward recovery

08.07.02
DIPNY PMNY

.DMNPNRN DMININ NN OT DY 8NN DIPIY NVOY

08.07.03
DININ) 0IOP

LD DYNYN MNPN TINHN DNDOX T YY BINNY DIPIY NOOY

08.07.04
REPR- P
JIONIN YWD DY NAPN 291N §IPIWY D

SaNT
122X O82YP NION

08.07.05
M3) X3P
T8N NY2 099N DIPIWY I8NV NP

V- PIR
D990 NN I9WIN NDIP DY Py

08.07.06
NINNN MY YINDD
NINNN VIYN

39772 DYPIYIN DIINIAY AN NININD NNTNNI YINIY YT HY DMIINI DY NNTIP NIYTNN 1IN DIpIY

08.07.07

forward recovery

08.07.07
MINTTP MY YINDD
MINTTP VIYUN

39772 DYPIYIN DIINIAY AN NNTPIN NITNNI YINOY OIT DY DINNI JY NININD NIYTNN 2INI 913hY

08.07.08

archive [v]

08.07.09

archivefile
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08.07.10 08.07.10
archived file LREPI 37

APOIN NDIPD LN YV PMIYY NP

08.07.11 08.07.11
cold site 97 9PN
shell site

DXNN) TIY NOIYN DY 2I1YIN MIPNNA NINNY VINTH 9PN TN NINON Y5 12 ¥Irw DavNN 100

JON5N
08.07.12 08.07.12
hot site on TN

LDONNY TIY NDIDY HY NYTMN NN PODY HNUNN ,INIZNI TINN DXAWND 1IN

08.07.13 08.07.13
contingency plan 0190 1299
disaster recovery plan

JION ANNRD MYYINNT DTN NIANN L2139 9971 WINdaY NdNOIN

08.08
Copy protection APNYN NN

08.08.01 08.08.01
copy protection APHYD NN
SNYIP IN 13010 ,09IN) Y NOYNIN-RD DPNYN DY NY1INY IN MDD NITNHD MPrOova vindy

08.08.02 08.08.02
softwar e piracy 9P N3N
.MIDIN MININ YW DIYNN-ND NNON IN IPNYD VIOV

R

nmwn ISO/IEC 2382-1 5y vviann) 1997 mywn 1 p5n 1080 > n »HNIWIN 1pNa NATINN HY MIDTIVN N0 OAN

(1993
08.08.03 08.08.03
padlocking 290

JPYAI-ND NPNYD T MIDIN DY INX DINNI DY ONND MTNIND MPIIDvI vin vn
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08.08.04 08.08.04
bad sectoring yopn nn’I9

JPOYT DY DIRNO DOYLPN NYXNN NINDA DXAMD NIV ,APNYHN NNNAD NVOY

08.08.05 08.08.05
checking code P13 1P

YINN-RY PRI XIN ON VIAPY YT ,pOYT DY PON MINNPHD NN MNP

08.08.06 08.08.06
extra sector In2yopn
DPNYN NNNY NVIVN POND ,NDYDNIA MNPNN DIWOLP NN 190N T2YN NII0NI ANIIN YOPRH

08.08.07 08.08.07
extratrack NN NHon

APHYN NN NVIYN POND ,PDITA MNPNN MYIDNN T9DNY 12y POITI NANIIN NIYON

08.08.08 08.08.08
fake sector NIDDN YOPIN

TOYAIN-RY NPNYN DPUONY XTI POITN DY M7 DXHYI 1NN ,D2INI) 93510 1N TN NINID D00 Yopn
PNYN N2I0IN T DY POITN Y

08.08.09 08.08.09
offset track VYN NHON

APHYN NN NVIYN POND PDIT DY NP N-RY DIPNI NIANDIY NIYON

08.08.10 08.08.10

sector alignment 0IYOPN NV
IYOLPN MY

ON ,N2°01Y NYY0NN PITA T DY ,AYNN-KRD PMY XIN POXT OX NYNIPN ,APHYN NINNY NP0V

2112 19IN2 1IANIN DIYVP RN

08.08.11 08.08.11
spiral track 199290 NHon

APNYN NHNAD NVOYN PHND NVNVYNN ,PDIT DY NYDIHD NIINI NIYON

08.08.12 08.08.12
super sector by-yopn
APHYN NN NVIYN POND PIPNN DTN DY NOIVN DTN ,POXTY AN YOPN
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08.08.13 08.08.13
weak bit nYYN Nrav

=15 % =05 PNOAPY MININ PVIIN NTY DY NYWON NNXIYI NYINN NINDL POIT HY NANIVY NYD
APHYN NN NVIYN POND YY) NN NSV

08.08.14 08.08.14
wide track naps nhon

APHYN DAY NVIYN PONS ,D0IN) DNIN DYIND JNAY ,POO1T HY MINND MDY0N NND Na NP

OO = nIyo + DN

!

nyno + navpn

navXvn

nx»I9

!

MO0 NTNYN «— nIN

!
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ANVANX MY99 YW N9 - 1 99y
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1"R 297 DTN

8.01.02 ADMINISTRATIVE / PROCEDURAL SECURITY
8.01.19 SECURITY CLEARANCE, CLEARANCE
8.01.06 SECURITY POLICY

8.01.05 SECURITY AUDIT

8.06.26 SECURITY FILTER

8.02.01 SECURITY CLASSIFICATION

8.02.03 SECURITY CATEGORY

8.01.20 SECURITY LEVEL

8.01.01 COMPUTER SECURITY, COMPUSEC [ABB] (US)
8.01.51 INFORMATION SYSTEM SECURITY

8.01.50 DATA PROCESSING SYSTEM SECURITY
8.01.04 DATA SECURITY

8.01.03 COMMUNICATIONS SECURITY, COMSEC [ABB]
8.05.12 LOSS

8.01.31 OBJECT

8.07.06 BACKWARD RECOVERY

8.05.04 THREAT

8.05.06 PASSIVE THREAT

8.05.05 ACTIVE THREAT

8.01.28 THREAT ANALYSIS

8.05.40 LINKAGE (IN COMPUTER SECURITY), FUSION
8.06.01 VERIFICATION

8.06.06 KEYSTROKE VERIFICATION

8.04.12 IDENTITY AUTHENTICATION / VALIDATION
8.01.12 MESSAGE AUTHENTICATION

8.06.21 DATA AUTHENTICATION

8.01.11 AUTHENTICATION

8.01.15 AUTHENTICATION EXCHANGE

8.01.13 AUTHENTICATION INFORMATION

8.06.22 MESSAGE AUTHENTICATION CODE

8.07.06 BACKWARD RECOVERY

8.07.07 FORWARD RECOVERY

8.06.03 COUNTERMEASURE

8.06.32 ANTI-VIRUS PROGRAM, VACCINE PROGRAM
8.05.20 ANALYTICAL / CRYPTANALYTICAL ATTACK
8.04.13 IDENTITY TOKEN

8.03.12 PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY
8.07.09 ARCHIVE FILE

8.07.12 HOT SITE

8.07.11 COLD SITE, SHELL SITE

8.08.05 CHECKING CODE

8.06.11 BIOMETRIC

8.05.36 BETWEEN-THE-LINES ENTRY

8.06.14 SANITIZING

8.06.07 AUDIT TRAIL (IN COMPUTER SECURITY)
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8.05.01 COMPUTER ABUSE

8.05.11 COMPROMISE

8.04.01 ACCESS CONTROL

8.04.17 LOGICAL ACCESS CONTROL

8.04.18 PHYSICAL ACCESS CONTROL

8.04.02 ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]

8.07.04 BACKUP PROCEDURE

8.07.05 BACKUP FILE

8.05.15 DISCLOSURE

8.06.23 MANTPULATION / MODIFICATION DETECTION
8.06.24 MANIPULATION DETECTION CODE, MDC [ABB]
8.06.24 MODIFICATION DETECTION CODE, MDC [ABB]
8.04.01 ACCESS CONTROL

8.04.17 LOGICAL ACCESS CONTROL

8.04.18 PHYSICAL ACCESS CONTROL

8.04.06 ACCESS PERMISSION

8.04.05 ACCESS RIGHT

8.04.19 CONTROLLED ACCESS SYSTEM, CAS [ABB]
8.04.08 ACCESS TYPE

8.04.03 ACCESS CATEGORY

8.04.04 ACCESS LEVEL

8.04.02 ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
8.04.07 ACCESS PERIOD

8.05.35 FAILURE ACCESS

8.04.21 WRITE ACCESS

8.04.20 READ ACCESS

8.08.02 SOFTWARE PIRACY

8.07.10 ARCHIVED FILE

8.07.08 ARCHIVE (V)

8.05.14 COMPROMISING EMANATION

8.01.14 CREDENTIALS

8.08.01 COPY PROTECTION
8.06.02 DATA PROTECTION
8.06.08 PRIVACY PROTECTION
8.01.08 FILE PROTECTION
8.06.28 MUTUAL SUSPICION
8.03.01 CRYPTOGRAPHY

8.05.03 COMPUTER FRAUD
8.05.31 TAILGATE (V)

8.06.12 CALL-BACK, DIAL-BACK

(2001) 8 pon 1080 >"n

apnnl ny?an
nidpl Nmyn
A mpa

nA17 Mw2a mpa
120 wPa mMpl

WA DNPeN LA Ml N

21122 7ma

21225 Y7

21722

717970 21722
2179°0 21722 TIip
7179°0 1725 Tip
WA Mpa

n*a17 wea mpa
n°1T°0 WA Mpa
wrA e

wrA MOt

2A NAVIINA NOYR

WA A0
w2 NP2 Naup
w2A nm

TU2A NP L, A Ml v

w7 nepn
YUd WA
712100 nera
N> WA
713210 N13A
T1IA Y1y
TiA

(nnax o) 1oUn §771

30K 23103
Tpnyn NIAN

023103 DI
niPunh naan
D°X3p N3N

>TT e

39X AN LraIavep

n2enn IRIN
213710
e mTn

awnnl
[Rhisivat
mp1

211%2

21772

T2A

nwra

T
TaA

971

nanNn
nian

TR
pRbYan)
N3N
13710
mrnn

32



(2001) 8 pon 1080 >"n

33

8.03.16 SUBSTITUTION

8.01.19 SECURITY CLEARANCE, CLEARANCE
8.04.06 ACCESS PERMISSION

8.05.30 PIGGYBACK ENTRY

8.05.11 COMPROMISE

8.05.33 SPOOF (V)

8.01.24 RISK ANALYSIS, RISK ASSESSMENT
8.08.01 COPY PROTECTION

8.06.16 SEPARATION OF DUTIES

8.04.16 NEED-TO-KNOW

8.05.43 FLOODING

8.03.02 ENCRYPTION, ENCIPHERMENT

8.03.03 IRREVERSIBLE ENCRYPTION / ENCIPHERMENT
8.03.03 ONE-WAY ENCRYPTION

8.03.13 SYMMETRIC CRYPTOGRAPHY

8.03.12 PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY
8.03.05 CRYPTOGRAPHIC SYSTEM, CIPHERSYSTEM
8.03.05 CRYPTOSYSTEM

8.03.06 CRYPTANALYSIS

8.03.12 PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY
8.05.39 AGGREGATION

8.06.06 KEYSTROKE VERIFICATION

8.01.16 AUTHORIZATION

8.06.29 NOTARIZATION

8.05.42 DATA CORRUPTION

8.07.06 BACKWARD RECOVERY

8.07.07 FORWARD RECOVERY

8.05.29 MASQUERADE

8.06.25 REPUDIATION

8.01.18 CERTIFICATION

8.02.06 SINGLE-LEVEL DEVICE

8.02.05 MULTILEVEL DEVICE

8.05.24 EXHAUSTIVE / BRUTE-FORCE ATTACK

8.05.47 VIRUS
8.06.31 VIRUS SIGNATURE
8.06.32 ANTI-VIRUS PROGRAM, VACCINE PROGRAM

8.05.46 MALICIOUS LOGIC

8.04.12 IDENTITY AUTHENTICATION / VALIDATION
8.04.13 IDENTITY TOKEN

8.04.05 ACCESS RIGHT

8.04.15 MINIMUM PRIVILEGE

8.01.17 AVAILABILITY

8.05.52 TIME BOMB

8.05.16 PENETRATION
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8.06.18 PENETRATION TESTING
8.03.03 ONE-WAY ENCRYPTION
8.02.06 SINGLE-LEVEL DEVICE
8.05.34 ABORTED CONNECTION
8.05.26 WIRETAPPING

8.05.28 PASSIVE WIRETAPPING
8.05.27 ACTIVE WIRETAPPING
8.05.32 SCAVENGE (V)

8.05.50 BACTERIUM, CHAIN LETTER
8.01.15 AUTHENTICATION EXCHANGE
8.01.09 CONFIDENTIALITY
8.06.20 CONTINGENCY PROCEDURE
8.07.13 CONTINGENCY PLAN, DISASTER RECOVERY PLAN
8.08.13 WEAK BIT

8.07.12 HOT SITE

8.05.45 COVERT CHANNEL

8.06.28 MUTUAL SUSPICION
8.05.13 EXPOSURE

8.06.09 DIGITAL SIGNATURE
8.06.31 VIRUS SIGNATURE

8.06.23 MANIPULATION / MODIFICATION DETECTION
8.06.24 MANIPULATION DETECTION CODE, MDC [ABB]
8.06.24 MODIFICATION DETECTION CODE, MDC [ABB]
8.05.49 TROJAN HORSE

8.05.22 KNOWN-PLAINTEXT ATTACK
8.01.10 ACCOUNTABILITY

8.08.10 SECTOR ALIGNMENT
8.04.11 CAPABILITY LIST
8.04.10 CAPABILITY

8.08.06 EXTRA SECTOR

8.08.07 EXTRA TRACK

8.05.24 EXHAUSTIVE / BRUTE-FORCE ATTACK
8.01.27 SYSTEM INTEGRITY

8.01.07 DATA INTEGRITY

8.05.36 BETWEEN-THE-LINES ENTRY
8.04.09 TICKET

8.05.35 FAILURE ACCESS

8.06.04 FAILSAFE (IN COMPUTER SECURITY)
8.04.21 WRITE ACCESS
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8.03.03 IRREVERSIBLE ENCRYPTION / ENCIPHERMENT
8.04.16 NEED-TO-KNOW

8.05.46 MALICIOUS LOGIC

8.04.17 LOGICAL ACCESS CONTROL

8.05.51 LOGIC BOMB

8.01.10 ACCOUNTABILITY

8.06.04 FAILSAFE (IN COMPUTER SECURITY)
8.04.19 CONTROLLED ACCESS SYSTEM, CAS [ABB]
8.01.21 CLOSED-SECURITY ENVIRONMENT
8.01.22 OPEN-SECURITY ENVIRONMENT
8.06.18 PENETRATION TESTING

8.01.06 SECURITY POLICY

8.01.29 TRUSTED COMPUTER SYSTEM
8.08.09 OFFSET TRACK

8.03.08 CIPHERTEXT

8.05.21 CIPHERTEXT-ONLY ATTACK

8.04.22 USER ID, USER IDENTIFICATION
8.06.19 COMPUTER-SYSTEM AUDIT

8.01.29 TRUSTED COMPUTER SYSTEM

8.05.02 COMPUTER CRIME

8.01.01 COMPUTER SECURITY, COMPUSEC [ABB] (US)
8.05.03 COMPUTER FRAUD

8.01.05 SECURITY AUDIT

8.06.19 COMPUTER-SYSTEM AUDIT

8.02.04 COMPARTMENTALIZATION

8.01.51 INFORMATION SYSTEM SECURITY
8.01.13 AUTHENTICATION INFORMATION
8.02.02 SENSITIVE INFORMATION

8.06.17 ENTRAPMENT

8.01.02 ADMINISTRATIVE / PROCEDURAL SECURITY
8.08.03 PADLOCKING

8.05.50 BACTERIUM, CHAIN LETTER

8.05.37 TRAPDOOR

8.05.10 DENIAL OF SERVICE

8.08.07 EXTRA TRACK

8.08.09 OFFSET TRACK

8.08.11 SPIRAL TRACK

8.08.14 WIDE TRACK

8.05.14 COMPROMISING EMANATION

8.06.26 SECURITY FILTER

8.01.12 MESSAGE AUTHENTICATION

8.06.10 DIGITAL ENVELOPE

8.01.51 INFORMATION SYSTEM SECURITY
8.01.50 DATA PROCESSING SYSTEM SECURITY
8.06.19 COMPUTER-SYSTEM AUDIT
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8.01.27 SYSTEM INTEGRITY

8.03.05 CRYPTOGRAPHIC SYSTEM, CIPHERSYSTEM

8.03.05 CRYPTOSYSTEM

8.04.19 CONTROLLED ACCESS SYSTEM, CAS [A8B]

8.01.29 TRUSTED COMPUTER SYSTEM

8.03.12 PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY

8.03.09 KEY

8.03.14 SECRET KEY
8.03.10 PRIVATE KEY
8.03.11 PUBLIC KEY
8.08.06 EXTRA SECTOR
8.08.08 FAKE SECTOR
8.08.04 BAD SECTORING
8.08.10 SECTOR ALIGNMENT
8.08.12 SUPERSECTOR
8.04.22 USER ID, USER IDENTIFICATION
8.04.23 USER PROFILE (1)
8.04.24 USER PROFILE (2)
8.08.08 FAKE SECTOR

8.06.29 NOTARIZATION

8.05.23 CHOSEN PLAINTEXT ATTACK
8.06.03 COUNTERMEASURE

8.05.47 VIRUS

8.06.31 VIRUS SIGNATURE

8.07.04 BACKUP PROCEDURE

8.06.20 CONTINGENCY PROCEDURE

8.06.29 NOTARIZATION

8.01.30 SUBJECT

8.05.34 ABORTED CONNECTION

8.05.44 CONTAMINATION

8.06.13 CLEARING (IN COMPUTER SECURITY)
8.01.28 THREAT ANALYSIS

8.03.06 CRYPTANALYSIS

8.01.24 RISK ANALYSIS, RISK ASSESSMENT
8.05.41 TRAFFIC ANALYSIS

8.01.15 AUTHENTICATION EXCHANGE
8.01.14 CREDENTIALS

8.01.50 DATA PROCESSING SYSTEM SECURITY
8.01.04 DATA SECURITY

8.06.21 DATA AUTHENTICATION

8.06.02 DATA PROTECTION

8.05.42 DATA CORRUPTION

8.01.07 DATA INTEGRITY

8.06.15 RESIDUAL DATA

8.07.03 DATA RECONSTITUTION

8.07.02 DATA RECONSTRUCTION

8.07.01 DATA RESTORATION

8.06.05 DATA VALIDATION

8.06.07 AUDIT TRAIL (IN COMPUTER SECURITY)

8.01.21 CLOSED-SECURITY ENVIRONMENT
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8.01.22 OPEN-SECURITY ENVIRONMENT
8.05.06 PASSIVE THREAT

8.05.28 PASSIVE WIRETAPPING

8.01.21 CLOSED-SECURITY ENVIRONMENT
8.04.08 ACCESS TYPE

8.03.14 SECRET KEY

8.05.49 TROJAN HORSE

8.08.13 WEAK BIT

8.02.01 SECURITY CLASSIFICATION
8.05.09 RISK

8.01.24 RISK ANALYSIS, RISK ASSESSMENT
8.01.25 RISK ACCEPTANCE

8.03.13 SYMMETRIC CRYPTOGRAPHY
8.04.14 PASSWORD

8.06.16 SEPARATION OF DUTIES
8.04.15 MINIMUM PRIVILEGE

8.08.11 SPIRAL TRACK

8.06.09 DIGITAL SIGNATURE

8.06.10 DIGITAL ENVELOPE
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8.01.50 DATA PROCESSING SYSTEM SECURITY 023101 T11°Y MIOyn NnvaN
8.01.31 OBJECT UP??1IN 0%y
8.05.45 COVERT CHANNEL NUN Y1y
-9 -
8.08.04 BAD SECTORING yupn nn2an
8.05.01 COMPUTER ABUSE NNl Ny A8
8.05.08 VULNERABILITY my’an
8.04.18 PHYSICAL ACCESS CONTROL 728 WA Mg
8.05.07 FLAW (IN COMPUTER SECURITY), LOOPHOLE nx1?n
8.05.05 ACTIVE THREAT 7°y8 01N
8.05.27 ACTIVE WIRETAPPING 2°y8 M7°N
8.03.04 DECRYPTION, DECIPHERMENT nays
8.05.51 LOGIC 80OMB N2A17 NXXB
8.05.52 TIME BOMB 1nT nxxy
8.04.23 USER PROFILE (1) (ennenn iken) (1) ennen 7229179
8.04.24 USER PROFILE (2) (ennenn M2y 0AT) (2) ennen 7°:70
8.03.10 PRIVATE KEY U9 nnan
8.06.08 PRIVACY PROTECTION M> U9 N3an
8.01.23 PRIVACY jiikdvat]
8.05.17 BREACH nx>7Y
8.03.07 PLAINTEXT, CLEARTEXT vIen 72700
8.05.22 KNOWN-PLAINTEXT ATTACK y1 72 viwn 7°9nn nacpn
8.05.23 CHOSEN PLAINTEXT ATTACK N3 viwn 72700 nadn
8.05.02 COMPUTER CRIME 23enn yun
8.01.22 OPEN-SECURITY ENVIRONMENT NINS DIV2ING N1°20
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8.03.12 PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY
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8.03.11 PUBLIC KEY
8.05.25 EAVESDROPPING

8.01.25 RISK ACCEPTANCE

8.01.08 FILE PROTECTION

8.07.07 FORWARD RECOVERY

8.07.09 ARCHIVE FILE

8.07.05 BACKUP FILE

8.07.10 ARCHIVED FILE

8.06.22 MESSAGE AUTHENTICATION CODE

8.08.05 CHECKING CODE

8.06.24 MANIPULATION DETECTION CODE, MDC [ABB]
8.06.24 MODIFICATION DETECTION CODE, MDC [ABB]
8.02.03 SECURITY CATEGORY

8.04.03 ACCESS CATEGORY

8.07.03 DATA RECONSTITUTION

8.07.11 COLD SITE, SHELL SITE

8.04.20 READ ACCESS

8.06.12 CALL-BACK, DIAL-BACK

8.03.01 CRYPTOGRAPHY

8.05.38 MAINTENANCE HOOK

8.02.05 MULTILEVEL DEVICE

8.02.02 SENSITIVE INFORMATION

8.01.26 SENSITIVITY

8.08.14 WIDE TRACK

8.06.30 TRAFFIC PADDING

8.01.20 SECURITY LEVEL

8.04.04 ACCESS LEVEL

8.04.02 ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
8.04.11 CAPABILITY LIST

8.05.18 NETWORK WEAVING

8.06.27 GUARD

8.05.18 NETWORK WEAVING

8.07.02 DATA RECONSTRUCTION
8.08.10 SECTOR ALIGNMENT
8.06.15 RESIDUAL DATA

8.03.15 TRANSPOSITION

8.07.01 DATA RESTORATION
8.05.10 DENIAL OF SERVICE
8.05.50 BACTERIUM, CHAIN LETTER

8.08.02 SOFTWARE PIRACY
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8.05.46 MALICIOUS LOGIC

8.06.32 ANTI-VIRUS PROGRAM, VACCINE PROGRAM
8.07.13 CONTINGENCY PLAN, DISASTER RECOVERY PLAN
8.05.48 WORM

8.03.01 CRYPTOGRAPHY

8.05.38 MAINTENANCE HOOK

8.04.12 IDENTITY AUTHENTICATION / VALIDATION
8.06.05 DATA VALIDATION

8.03.08 CIPHERTEXT

8.03.07 PLAINTEXT, CLEARTEXT

8.05.21 CIPHERTEXT-ONLY ATTACK

8.05.22 KNOWN-PLAINTEXT ATTACK

8.05.23 CHOSEN PLAINTEXT ATTACK

8.05.41 TRAFFIC ANALYSIS

8.06.30 TRAFFIC PADDING

8.04.07 ACCESS PERIOD

8.05.19 ATTACK

8.05.20 ANALYTICAL / CRYPTANALYTICAL ATTACK
8.05.24 EXHAUSTIVE / BRUTE-FORCE ATTACK
8.05.21 CIPHERTEXT-ONLY ATTACK

8.05.22 KNOWN-PLAINTEXT ATTACK

8.05.23 CHOSEN PLAINTEXT ATTACK

8.01.03 COMMUNICATIONS SECURITY, COMSEC [ABB]
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ABC °8%7 DpTI*N

[ABB] ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
COMMUNICATIONS SECURITY, COMSEC [ABB]
COMPUTER SECURITY, COMPUSEC [ABB] (US)
CONTROLLED ACCESS SYSTEM, CAS [ABB]
MANIPULATION DETECTION CODE, MDC [ABB]
MODIFICATION DETECTION CODE, MDC [ABB]

- A -
ABORTED ABORTED CONNECTION
ABUSE COMPUTER ABUSE
ACCEPTANCE RISK ACCEPTANCE
ACCESS ACCESS CATEGORY

ACCESS CONTROL
ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
ACCESS LEVEL
ACCESS PERIOD
ACCESS PERMISSION
ACCESS RIGHT
ACCESS TYPE
CONTROLLED ACCESS SYSTEM, CAS [ABB]
FAILURE ACCESS
LOGICAL ACCESS CONTROL
PHYSICAL ACCESS CONTROL
READ ACCESS
WRITE ACCESS
ACCOUNTABILITY ACCOUNTABILITY
ACL ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
ACTIVE ACTIVE THREAT
ACTIVE WIRETAPPING
ADMINISTRATIVE ADMINISTRATIVE / PROCEDURAL SECURITY
AGGREGATION ~ AGGREGATION
ALIGNMENT SECTOR ALIGNMENT
ANALYSIS RISK ANALYSIS, RISK ASSESSMENT
THREAT ANALYSIS
TRAFFIC ANALYSIS
ANALYTICAL ANALYTICAL / CRYPTANALYTICAL ATTACK
ANTI-VIRUS ANTI-VIRUS PROGRAM, VACCINE PROGRAM

ARCHIVE ARCHIVE (V)
ARCHIVE FILE
ARCHIVED ARCHIVED FILE

ASSESSMENT RISK ANALYSIS, RISK ASSESSMENT
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8.04.01
8.04.02
8.04.04
8.04.07
8.04.06
8.04.05
8.04.08
8.04.19
8.05.35
8.04.17
8.04.18
8.04.20
8.04.21
8.01.10
8.04.02
8.05.05
8.05.27
8.01.02
8.05.39
8.08.10
8.01.24
8.01.28
8.05.41
8.05.20
8.06.32
8.07.08
8.07.09
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ASYMMETRIC
ATTACK

AUDIT

PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY
ANALYTICAL / CRYPTANALYTICAL ATTACK
CIPHERTEXT-ONLY ATTACK
KNOWN-PLAINTEXT ATTACK

ATTACK

CHOSEN PLAINTEXT ATTACK

EXHAUSTIVE / BRUTE-FORCE ATTACK
COMPUTER-SYSTEM AUDIT

AUDIT TRAIL (IN COMPUTER SECURITY)

SECURITY AUDIT

AUTHENTICATION AUTHENTICATION

AUTHENTICATION EXCHANGE
AUTHENTICATION INFORMATION

DATA AUTHENTICATION

IDENTITY AUTHENTICATION / VALIDATION
MESSAGE AUTHENTICATION

MESSAGE AUTHENTICATION CODE

AUTHORIZATION AUTHORIZATION
AVAILABILITY  AVAILABILITY
- B —
BACKUP BACKUP FILE
BACKUP PROCEDURE
BACKWARD BACKWARD RECOVERY
BACTERIUM BACTERIUM, CHAIN LETTER
BAD BAD SECTORING
BETWEEN-THE~-LIN BETWEEN-THE-LINES ENTRY
BIOMETRIC BIOMETRIC
BIT WEAK BIT
BOMB LOGIC BOMB
TIME BOMB
BREACH BREACH
BRUTE~FORCE EXHAUSTIVE / BRUTE-FORCE ATTACK
- C —

CALL-BACK
CAPABILITY

CAs
CATEGORY

CERTIFICATION
CHAIN
CHANNEL
CHECKING
CHOSEN
CIPHERSYSTEM
CIPHERTEXT

CALL-BACK, DIAL-BACK

CAPABILITY

CAPABILITY LIST

CONTROLLED ACCESS SYSTEM, CAS [ABB]
ACCESS CATEGORY

SECURITY CATEGORY

CERTIFICATION

BACTERIUM, CHAIN LETTER

COVERT CHANNEL

CHECKING CODE

CHOSEN PLAINTEXT ATTACK
CRYPTOGRAPHIC SYSTEM, CIPHERSYSTEM
CIPHERTEXT

CIPHERTEXT-ONLY CIPHERTEXT-ONLY ATTACK
CLASSIFICATION SECURITY CLASSIFICATION

CLEARANCE
CLEARING
CLEARTEXT

SECURITY CLEARANCE, CLEARANCE
CLEARING (IN COMPUTER SECURITY)
PLAINTEXT, CLEARTEXT
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8.05.20
8.05.21
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8.05.19
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8.06.07
8.01.05
8.01.11
8.01.15
8.01.13
8.06.21
8.04.12
8.01.12
8.06.22
8.01.16
8.01.17

8.07.05
8.07.04
8.07.06
8.05.50
8.08.04
8.05.36
8.06.11
8.08.13
8.05.51
8.05.52
8.05.17
8.05.24

8.06.12
8.04.10
8.04.11
8.04.19
8.04.03
8.02.03
8.01.18
8.05.50
8.05.45
8.08.05
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8.03.05
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8.02.01
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CLOSED-SECURITY CLOSED-SECURITY ENVIRONMENT
CODE CHECKING CODE
MANIPULATION DETECTION CODE, MDC [ABB]
MODIFICATION DETECTION CODE, MDC [ABB]
MESSAGE AUTHENTICATION CODE
CcOoLD COLD SITE, SHELL SITE
COMMUNICATIONS COMMUNICATIONS SECURITY, COMSEC [ABB]
COMPARTMENTALIZ COMPARTMENTALIZATION
COMPROMISE COMPROMISE
COMPROMISING  COMPROMISING EMANATION
COMPUSEC COMPUTER SECURITY, COMPUSEC [ABB] (US)
COMPUTER COMPUTER ABUSE
COMPUTER CRIME
COMPUTER FRAUD
COMPUTER SECURITY, COMPUSEC [ABB] (US)
TRUSTED COMPUTER SYSTEM
COMPUTER-SYSTEM COMPUTER-SYSTEM AUDIT
COMSEC COMMUNICATIONS SECURITY, COMSEC [ABB]
CONFIDENTIALITY CONFIDENTIALITY
CONNECTION ABORTED CONNECTION
CONTAMINATION CONTAMINATION
CONTINGENCY  CONTINGENCY PLAN, DISASTER RECOVERY PLAN
CONTINGENCY PROCEDURE
CONTROL ACCESS CONTROL
ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
LOGICAL ACCESS CONTROL
PHYSICAL ACCESS CONTROL
CONTROLLED CONTROLLED ACCESS SYSTEM, CAS [ABB]
coPY COPY PROTECTION
CORRUPTION DATA CORRUPTION
COUNTERMEASURE COUNTERMEASURE

COVERT COVERT CHANNEL
CREDENTIALS CREDENTIALS
CRIME COMPUTER CRIME

CRYPTANALYSIS CRYPTANALYSIS
CRYPTANALYTICAL ANALYTICAL / CRYPTANALYTICAL ATTACK
CRYPTOGRAPHIC CRYPTOGRAPHIC SYSTEM, CIPHERSYSTEM
CRYPTOGRAPHY ~ CRYPTOGRAPHY
PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY
SYMMETRIC CRYPTOGRAPHY
CRYPTOSYSTEM  CRYPTOSYSTEM

DATA DATA AUTHENTICATION
DATA CORRUPTION
DATA INTEGRITY
DATA PROCESSING SYSTEM SECURITY
DATA PROTECTION
DATA RECONSTITUTION
DATA RECONSTRUCTION
DATA RESTORATION
DATA SECURITY
DATA VALIDATION
RESIDUAL DATA
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DECIPHERMENT
DECRYPTION
DENIAL
DETECTION

DEVICE

DIAL-BACK
DIGITAL

DISASTER
DISCLOSURE
DUTIES

EAVESDROPPING
EMANATION
ENCIPHERMENT

ENCRYPTION

ENTRAPMENT
ENTRY

ENVELOPE
ENVIRONMENT

EXCHANGE
EXHAUSTIVE
EXPOSURE
EXTRA

FAILSAFE
FAILURE
FAKE
FILE

FILTER
FLAW
FLOODING
FORWARD
FRAUD
FUSION

GUARD

DECRYPTION, DECIPHERMENT

DECRYPTION, DECIPHERMENT

DENIAL OF SERVICE

MANIPULATION / MODIFICATION DETECTION
MANIPULATION DETECTION CODE, MDC [ABB]
MODIFICATION DETECTION CODE, MDC [ABB]
MULTILEVEL DEVICE

SINGLE-LEVEL DEVICE

CALL-BACK, DIAL-BACK

DIGITAL ENVELOPE

DIGITAL SIGNATURE

CONTINGENCY PLAN, DISASTER RECOVERY PLAN
DISCLOSURE

SEPARATION OF DUTIES

EAVESDROPPING

COMPROMISING EMANATION

ENCRYPTION, ENCIPHERMENT

IRREVERSIBLE ENCRYPTION / ENCIPHERMENT
ENCRYPTION, ENCIPHERMENT

IRREVERSIBLE ENCRYPTION / ENCIPHERMENT
ONE-WAY ENCRYPTION

ENTRAPMENT

BETWEEN-THE-LINES ENTRY

PIGGYBACK ENTRY
DIGITAL ENVELOPE

CLOSED-SECURITY ENVIRONMENT
OPEN-SECURITY ENVIRONMENT
AUTHENTICATION EXCHANGE

EXHAUSTIVE / BRUTE-FORCE ATTACK
EXPOSURE

EXTRA SECTOR

EXTRA TRACK

FAILSAFE (IN COMPUTER SECURITY)
FATLURE ACCESS

FAKE SECTOR

ARCHIVE FILE

ARCHIVED FILE

BACKUP FILE

FILE PROTECTION

SECURITY FILTER

FLAW (IN COMPUTER SECURITY), LOOPHOLE
FLOODING

FORWARD RECOVERY

COMPUTER FRAUD

LINKAGE (IN COMPUTER SECURITY), FUSION

-G -

GUARD
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8.05.15
8.06.16

8.05.25
8.05.14
8.03.02
8.03.03
8.03.02
8.03.03
8.03.03
8.06.17
8.05.36
8.05.30
8.06.10
8.01.21
8.01.22
8.01.15
8.05.24
8.05.13
8.08.06
8.08.07

8.06.04
8.05.35
8.08.08
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8.07.07
8.05.03
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- H -
HOOK MAINTENANCE HOOK
HORSE TROJAN HORSE
HoT HOT SITE

- I -
I USER ID, USER IDENTIFICATION
IDENTIFICATION USER ID, USER IDENTIFICATION
IDENTITY IDENTITY AUTHENTICATION / VALIDATION

IDENTITY TOKEN
INFORMATION AUTHENTICATION INFORMATION
INFORMATION SYSTEM SECURITY
SENSITIVE INFORMATION
INTEGRITY DATA INTEGRITY
SYSTEM INTEGRITY
IRREVERSIBLE  IRREVERSIBLE ENCRYPTION / ENCIPHERMENT

- K -
KEY KEY
PRIVATE KEY
PUBLIC KEY
SECRET KEY
KEYSTROKE KEYSTROKE VERIFICATION
KNOWN-PLAINTEXT KNOWN~-PLAINTEXT ATTACK
- L -
LETTER BACTERIUM, CHAIN LETTER
LEVEL ACCESS LEVEL
SECURITY LEVEL
LINKAGE LINKAGE {IN COMPUTER SECURITY), FUSION
LIST ACCESS CONTROL LIST, ACCESS LIST, ACL [ABB]
CAPABILITY LIST
LOGIC LCGIC BOMB
MALICIOUS LOGIC
LOGICAL LOGICAL ACCESS CONTROL
LOOPHOLE FLAW (IN COMPUTER SECURITY), LOOPHOLE
LOSS LOSS
- M -

MAINTENANCE ~ MAINTENANCE HOOK

MALICIOUS MALICIOUS LOGIC

MANIPULATION  MANIPULATION / MODIFICATION DETECTION
MANIPULATION DETECTION CODE, MDC [ABB]

MASQUERADE MASQUERADE

MOC MANIPULATION DETECTION CODE, MDC [ABB]
MODIFICATION DETECTION CODE, MDC [ABB]
MESSAGE MESSAGE AUTHENTICATION
MESSAGE AUTHENTICATION CODE
MINIMUM MINIMUM PRIVILEGE
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MODIFICATION

MULTILEVEL
MUTUAL

NEED-TO-KNOW
NETWORK
NOTARIZATION

OBJECT

OFFSET
ONE-WAY
OPEN-SECURITY

PADDING
PADLOCKING
PASSIVE

PASSWORD
PENETRATION

PERIOD
PERMISSION
PHYSICAL
PIGGYBACK
PIRACY
PLAINTEXT

PLAN
POLICY
PRIVACY

PRIVATE
PRIVILEGE
PROCEDURAL
PROCEDURE

PROCESSING
PROFILE

PROGRAM
PROTECTION

PUBLIC
PUBLIC-KEY

READ

MANIPULATION / MODIFICATION DETECTION
MODIFICATION DETECTION CODE, MDC [ABB]
MULTILEVEL DEVICE
MUTUAL SUSPICION

NEED-TO-KNOW
NETWORK WEAVING
NOTARIZATION

OBJECT

OFFSET TRACK

ONE-WAY ENCRYPTION
OPEN-SECURITY ENVIRONMENT

TRAFFIC PADDING
PADLOCKING

PASSIVE THREAT

PASSIVE WIRETAPPING

PASSWORD

PENETRATION

PENETRATION TESTING

ACCESS PERIOD

ACCESS PERMISSION

PHYSICAL ACCESS CONTROL

PIGGYBACK ENTRY

SOFTWARE PIRACY

CHOSEN PLAINTEXT ATTACK

PLAINTEXT, CLEARTEXT

CONTINGENCY PLAN, DISASTER RECOVERY PLAN
SECURITY POLICY

PRIVACY

PRIVACY PROTECTION

PRIVATE KEY

MINIMUM PRIVILEGE

ADMINISTRATIVE / PROCEDURAL SECURITY
BACKUP PROCEDURE

CONTINGENCY PROCEDURE'

DATA PROCESSING SYSTEM SECURITY
USER PROFILE (1)

USER PROFILE (2)

ANTI-VIRUS PROGRAM, VACCINE PROGRAM
COPY PROTECTION

DATA PROTECTION

FILE PROTECTION

PRIVACY PROTECTION

PUBLIC KEY

PUBLIC-KEY / ASYMMETRIC CRYPTOGRAPHY

_R-

READ ACCESS
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RECONSTITUTION DATA RECONSTITUTION

RECONSTRUCTION DATA RECONSTRUCTION

RECOVERY BACKWARD RECOVERY
CONTINGENCY PLAN, DISASTER RECOVERY PLAN
FORWARD RECOVERY

REPUDIATION REPUDIATION

RESIDUAL RESIDUAL DATA
RESTORATION ~ DATA RESTORATION
RIGHT ACCESS RIGHT
RISK RISK

RISK ACCEPTANCE
RISK ANALYSIS, RISK ASSESSMENT

SANITIZING SANITIZING

SCAVENGE SCAVENGE (V)
SECRET SECRET KEY
SECTOR EXTRA SECTOR

FAKE SECTOR
SECTOR ALIGNMENT
SECTORING BAD SECTORING
SECURITY ADMINISTRATIVE / PROCEDURAL SECURITY
COMMUNICATIONS SECURITY, COMSEC [ABB]
COMPUTER SECURITY, COMPUSEC [ABB] (US)
DATA PROCESSING SYSTEM SECURITY
DATA SECURITY
INFORMATION SYSTEM SECURITY
SECURITY AUDIT
SECURITY CATEGORY
SECURITY CLASSIFICATION
SECURITY CLEARANCE, CLEARANCE
SECURITY FILTER
SECURITY LEVEL
SECURITY POLICY
SENSITIVE SENSITIVE INFORMATION
SENSITIVITY SENSITIVITY
SEPARATION SEPARATION OF DUTIES

SERVICE DENIAL OF SERVICE
SHELL COLD SITE, SHELL SITE
SIGNATURE DIGITAL SIGNATURE

VIRUS SIGNATURE
SINGLE-LEVEL  SINGLE-LEVEL DEVICE

SITE COLD SITE, SHELL SITE
HOT SITE

SOFTWARE SOFTWARE PIRACY

SPIRAL SPIRAL TRACK

SPOOF SPOOF {V)

SUBJECT SUBJECT

SUBSTITUTION  SUBSTITUTION

SUPERSECTOR ~ SUPERSECTOR

SUSPICION MUTUAL SUSPICION

SYMMETRIC SYMMETRIC CRYPTOGRAPHY

SYSTEM CONTROLLED ACCESS SYSTEM, CAS [ABB]
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TAILGATE
TESTING
THREAT

TICKET
TIME
TION
TOKEN
TRACK

TRAFFIC

TRAIL
TRANSPOSITION
TRAPDOOR
TROJAN
TRUSTED

TYPE

USER

VACCINE
VALIDATION

VERIFICATION

VIRUS

YULNERABILITY

WEAK
WEAVING
WIDE
WIRETAPPING

CRYPTOGRAPHIC SYSTEM, CIPHERSYSTEM 139X nOwn

DATA PROCESSING SYSTEM SECURITY

INFORMATION SYSTEM SECURITY
SYSTEM INTEGRITY
TRUSTED COMPUTER SYSTEM

0?3103 T12°Y MoyA DNVaN
Y10 NIDWH DUan

nown M7

nannn wnn noyn

- T -
TAILGATE (V) 13710
PENETRATION TESTING (me1 1) nmean jnan
ACTIVE THREAT 7°yd D1N
PASSIVE THREAT 2220 017N
THREAT D1 N
THREAT ANALYSIS 0°n1°N NIN2)
TICKET [rdvan;
TIME BOMB AT NXXH
COMPARTMENTALIZATION NN
IDENTITY TOKEN nmaT 1In°oN
EXTRA TRACK mn? n7°on
OFFSET TRACK nuoia n72°m
SPIRAL TRACK n°77°80 77°mn
WIDE TRACK mm i17°va
TRAFFIC ANALYSIS mM1ayn nin’y
TRAFFIC PADDING mayn 71927
AUDIT TRAIL (IN COMPUTER SECURITY) mip’1 1°n
TRANSPOSITION LY Ak
TRAPDOOR n1id7m
TROJAN HORSE 2IN1W DD
TRUSTED COMPUTER SYSTEM NanTA pnn Iy
ACCESS TYPE WA D

- U -
USER ID, USER IDENTIFICATION wnmen TR
USER PROFILE (1) (ennenn 71xen) (1) wamem 229178
USER PROFILE (2) (wnnenn m17°y8 0aT) (2) enamen 723178

- v -
ANTI-VIRUS PROGRAM, VACCINE PROGRAM U1721 203N D2301N

DATA VALIDATION

IDENTITY AUTHENTICATION / VALIDATION

KEYSTROKE VERIFICATION
VERIFICATION

VIRUS

VIRUS SIGNATURE
VULNERABILITY

WEAK BIT

NETWORK WEAVING
WIDE TRACK

ACTIVE WIRETAPPING
PASSIVE WIRETAPPING
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