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Module 1: Installing, Upgrading, and Migrating to Windows 7
Module 2: Configuring Disks and Device Drivers

Module 3: Configuring File Access and Printers on Windows 7
Client Computers

Module 4: Configuring Network Connectivity

Module 5: Configuring Wireless Network Connections

Module 6: Securing Windows 7 Desktops

Module 7: Optimizing and Maintaining Windows 7 Client
Computers

Module 8: Configuring Mobile Computing and Remote Access
in Windows 7

Module 1: Implementing Active Directory Domain Services
Module 2: Configuring Domain Name Service for Active
Directory Domain Services

Module 3: Configuring Active Directory Objects and Trusts
Module 4: Configuring Active Directory Sites and Replication
Module 5: Creating and Configuring Group Policy

Module 6: Configuring User Environments Using Group Policy
Module 7: Implementing Security Using Group Policy

Module 8: Implementing an Active Directory Domain Services
Monitoring Plan

Module 9: Implementing an Active Directory Domain Services
Maintenance Plan

Module 10: Troubleshooting Active Directory, DNS, and
Replication Issues

Module 11: Troubleshooting Group Policy Issues

Module 12: Implementing an Active Directory Domain
Services Infrastructure

Module 1: Exploring IDA Solutions

Module 2: Configuring AD CS

Module 3: Deploying and Managing Certificates
Module 4: Configuring AD LDS

Module 5: Configuring AD FS

Module 6: Configuring AD RMS

Module 7: Maintaining Access Management Solutions
Module 8: Troubleshooting IDA Solutions

Module 1: Introduction to Managing Microsoft Windows
Server 2008 Environment

Module 2: Creating Active Directory Domain Services User
and Computer Objects

Module 3: Creating Groups and Organizational Units
Module 4: Managing Access to Resources in Active Directory
Domain Services

Module 5: Configuring Active Directory Objects and Trusts
Module 6: Creating and Configuring Group Policy

Module 7: Configuring User and Computer Environments
Using Group Policy

Module 8: Implementing Security Using Group Policy
Module 9: Configuring Server Security Compliance

Module 10: Configuring and Managing Storage Technologies
Module 11: Configuring and Managing Distributed File System

Module 12: Configuring Network Access Protection

Module 13: Configuring Availability of Network Resources
Module 14: Monitoring and Maintaining Windows Server 2008
Servers

Module 15: Managing Windows Server 2008 Backup and
Restore
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Module 1: Installing and Configuring Servers

Module 2: Configuring and Troubleshooting DNS

Module 3: Configuring and Managing WINS

Module 4: Configuring and Troubleshooting DHCP
Module 5: Configuring and Troubleshooting IPv6 TCP/IP
Module 6: Configuring and Troubleshooting Routing and
Remote Access

Module 7: Installing, Configuring, and Troubleshooting the
Network Policy Server Role Service

Module 8: Configuring Network Access Protection

Module 9: Configuring IPsec

Module 10: Monitoring and Troubleshooting IPsec

Module 11: Configuring and Managing Distributed File System
Module 12: Configuring and Managing Storage Technologies
Module 13: Configuring Availability of Network Resources and
Content

Module 14: Configuring Server Security Compliance

Module 1: Planning Windows Server 2008 Deployment
Module 2: Planning Network Infrastructure for Windows
Server 2008

Module 3: Planning for Active Directory

Module 4: Planning for Group Policy

Module 5: Planning Application Servers

Module 6: Planning File and Print Services

Module 7: Planning Server and Network Security

Module 8: Planning Server Administration

Module 9: Planning and Implementing Monitoring and
Maintenance

Module 10: Planning High Availability and Disaster Recovery
Module 11: Planning Virtualization

Determine Needs: Enterprise Client (EC) vs. Specialized
Security — Limited Functionality (SSLF)

Security Baselines: Security Compliance Manager
Hardening Windows Server 2008 Server Roles

Designing Security for a Windows Server 2008
Environment. Determine Risks.

Threats and Countermeasures: Security Settings in
Windows server 2008 and Windows 7.

e HD ToolKit: Linux, Back Track, Development Environment,
Disassembly, Hacking Today Presentations

¢ Low Technology Reconnaissance: Social Engineering,
Attack tree (Lio), Passive Reconnaissance

o Web base Reconnaissance: Google, Who-Is, DNS

e Google Hacking & API: Advanced Key-Words, Boolean

Search, Google API

Info Gathering Tools
e Finger Printing

¢ NetCat

e Port Scanners

o Traffic Interception & Analyze

o Traffic Manipulation

¢ Buffer Overflow

¢ Vulnerability Scanners & Client Side Attack

¢ SQL Injection & Wireless Hacking

o House-Keeping: Trojan Horses, Root-Kit, Packer

o Cryptography

e Access Control: What is Access control? Chapter 2:
Identification and authentication (I&A),

o Authorization and AC Models,

o Centralized Access Control Methodologies

e Perimeter Protection: Enclave defined, The need for
Perimeter Protection, Router security, Firewalls, VPN
Technology, NAC

o Detection & Response: The Need for Detection Systems,
IDPS Systems Capabilities, Implementation & Management

¢ Security Information & Event Management, Log Retention
and Management, SEIM.

¢ Detection & Response-Lab: Implementing a SIEM Project

¢ Anti-Malware: Malware threats and Anti Malware tools

e Wireless Security: Wireless Technologies, Vulnerabilities
and Countermeasures

e VOIP: Telephone Systems Security & VOIP, Mobile Phones
& PDA (Smart Phones)

o DRP: Disaster Recovery Technologies & planning
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