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Track Overview

Track overview: academic requirements, Security
Concepts

Thinking Security

The Art of War: Information security and the Art
of War, The technical landscape

Threats, Vulnerabilities: Digital Threats,
Vulnerabilities, The Human Factor, adversaries,
end users

Attack and defense techniques: attacks types,
methodologies

Defense in Depth: Defensive: Defense in Depth,
trusted computing

InfoSec engineering & common criteria:
Information system security engineering, common
criteria, summary

Linux Basics

Understanding Linux: History, Distributions,
Kernel, File System, Shell, Live CD, VM
Shell: Prompt, Basic Commands, GUI

File Systems & Networking: Environmental
Variable, Process Environment

Shell Redirection: Pipes, Bash Scripting
Overview & Test

Hacking Defined

HD Introduction

HD ToolKit: Linux, Back Track, Development
Environment, Disassembly, Hacking Today
Presentations

Low Technology Reconnaissance: Social
Engineering, Attack tree (Lio), Passive
Reconnaissance

Web base Reconnaissance: Google, Who-lIs,
DNS

Google Hacking & API: Advanced Key-Words,
Boolean Search, Google API

Info Gathering Tools: Maltego, Win-Finger-Print,
SAM Spade

Finger Printing: SMTP, SNMP, DNS, Net-Bios,
RPC, LDAP, HTTP, SSH, Banner Grabbing
NetCat: Port Scanning, Banner Grabbing, File
Transfer, Bind Shell, Reverse Shell

Port Scanners: SL, Nmap, Super-Scan, Unicorn
Scan

Traffic Interception & Analyze: Wire-Shark,
TCP-Dump, Com-View,

Traffic Manipulation: Man-In The-Middle, DNS
Spoofing, SSL Spoofing, Skype Spoofing

Buffer Overflow: Scenarios, Frameworks: Meta-
Sploite

Vulnerability Scanners & Client Side Attack:
Accunetix, Nessus, Shadow, W3F, Web & Host
Scan

SQL Injection & Wireless Hacking: Attack
Overview, SQL Ninja Priamos

House-Keeping: Trojan Horses, Root-Kit, Packer
Final Challenge Test

Architecting & Engineering Information

Security
Cryptography: Introduction to cryptography,
Classic cryptography to Modern Cryptography,
Basics of Modern Cryptography, Symmetric Key
Algorithms, Block Ciphers Modes of Operation,
Stream ciphers, Key Management, Public Key
Cryptography, Message Integrity and
Authentication Controls, Public Key Infrastructure::
Installing Configuring & Maintaining Certification
Authorities, Configuring, Deploying & Maintaining
Certificates, Smart Card Certificates, EFS
Access Control: What is Access control?
Chapter 2: Identification and authentication (I&A),
Authorization and AC Models,

Centralized Access Control Methodologies
Perimeter Protection: Enclave defined, The need
for Perimeter Protection, Router security,
Firewalls, VPN Technology, NAC
Detection & Response: The Need for Detection
Systems, IDPS Systems Capabilities,
Implementation & Management
Security Information & Event Management, Log
Retention and Management, SEIM.

Detection & Response-Lab: Implementing a
SIEM Project
Anti-Malware: Malware threats and Anti Malware
tools
Wireless Security: Wireless Technologies,
Vulnerabilities and Countermeasures
VOIP: Telephone Systems Security & VOIP,
Mobile Phones & PDA (Smart Phones)

DRP: Disaster Recovery Technologies & planning
Technologies Summery

Windows Server 2008 Security

Designing Security for a Windows Server 2008
Environment. Determine Risks.

Threats and Countermeasures: Security
Settings in Windows server 2008 and Windows 7.
Determine Needs: Enterprise Client (EC) vs.
Specialized Security — Limited Functionality
(SSLF)

Security Baselines: Security Compliance
Manager

Hardening Windows Server 2008 Server Roles
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The CISO Role

The Evolving CISO Role

Legal & Regulatory: The Applicable Legislation,
The privacy Act, Information reservoirs
Registration & Protection, The Regulation, 357,
257, SOX & iSOX, BASEL II, HIPPA

Risk Assessment: Risk Management
Fundamentals, Risk Assessment, Qualitative and
Quantitative Assessment, The Hybrid Approach,
Asset Management, MSAT, Identifying Asset
Vulnerability, Formalizing Risk Statement,
Prioritizing Risk, Stating Solutions

Program Management: The InfoSec Program
From Three Points of View, Security Architecture
Defined, Policies, Standards, Procedures,
Baselines & Guidelines, InfoSec as a Process,
Process Quality Management

InfoSec Processes: InfoSec Process & Process
Catalogue, Process & Program maturity
Governance, Strategic plan: Corporate
Governance Defined, InfoSec Governance,
Corporate, IT & InfoSec Governance Relationship,
Corporate strategy defined, Infosec Positioning,
Infosec Strategy, InfoSec Strategic Planning.
Statement of Applicability

Controls & Control Objectives: ISO 27001 -
ISMS, InfoSec Control Objectives

Control Environment: Controls, Designing a
Control Environment, Cobit, COSO

InfoSec Project: Project Management Defined,
Creating an InfoSec Project, Business Case -
Business Case

MO TN O EE [ 1IN
FONFD ABsec

R TN
00071

AngelSec

TERU TG
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Capital Planning & Investment Control: Capital
Planning & Budget Decision, Corrective Action
Impact and Priority, System Based Project
Scoping, Enterprise Project Scoping, Choosing
Your Battle, Project Investment Control,
Corporate InfoSec Policy: The Need for a
Corporate InfoSec Policy, Policy Governance &
Authority, Scope, Responsibility & Accountability,
The Policy Chapters

SOC & Incident Response: SOC Operation,
Incident response methodology

BCM - Business Continuity Management: BCM
Planning, COOP, CCP, ORP, ITCP, CIP, BRP,
DRP, DRP Project

Program Audit & Maintenance: Internal Audit
Defined, IT General Audit, Infosec Audit, Program
Improvement, Pen tests

Relationship & Communication: Implementing a
Security & Awareness Program - Creating &
Implementing a Security Marketing Plan

Putting it all Together: The New CISO 1% Year
Timeline, from Security Projects to Security
Program

CISSP

= Reporting Models, Computer ethics
= Physical (Environmental) Security
= Operation Security

= TEST Marathon
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